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Database system reliability, authenticity and availability are critically important for the 
successful operation of unlicensed devices in the TV bands. Incumbent operators will rely 
upon the Database to ensure their continued and uninterrupted business operation, while 
new wireless service providers will be operationally dependent upon accurate channel lists. 

The TV band ecosystem will face similar threats to other wide-area Internet systems and 
services. Key Bridge and Fortinet have combined our years of operational experience and 
best practices to design a robust, secure TV bands service infrastructure that will meet the 
Commissionôs highest expectations.

Our TV bands database solution addresses all of the known system threats with a standards 
compliant security framework that provides robust message security, information assurance, 
mutual authentication and non-repudiation.
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A Security Domain is an enclave of computer applications that are functionally distinct. Within a security 
domain, applications are typically configured to trust one another and may freely communicate. In a 
networked environment, different security domains are isolated behind firewalls and only allowed to 
communicate with other domains via designated methods.

The TV bands database system is  modeled with three security enclaves with functional isolation and 
logical segmentation to prevent unauthorized access, protect sensitive data and limit the potential 
effect of a system breach, attack or failure.

The Database Domain contains all of the TV bands database system enclaves. These are consolidated 
into three sub-domains:

ÅCore Database

ÅNon-Core Database

ÅWeb Server

The Core Database enclave contains the TV bands Master database computer clusters running Oracle 
RAC. It is the heart and central data repository of the TV bands system.

The Non-Core Database enclave contains all of the supporting databases running clustered or single 
instances of MySQL. The Non-Core Database enclave consists of several isolated sub-enclaves 
including the staging systems for data import and exported instances for inter-Database 
synchronization

The Web Server enclave encapsulates all of the systemôs computers that provide the various Web 
services and Web portals. As shown in Figure 47, only the Web Server enclave is allowed to 
communicate with the Internet Domain.

The Client Domain represents all of the allowed TV band client functionality and has three sub-domains:

ÅWeb Client

ÅUser Device

ÅUser Application

The Web Client enclave is a standards-compliant Web services client that supports the minimum 
transport-layer encryption  required to communicate securely with the Web Server enclave. Together 
a Web client and Web server application, operating within their respective security enclaves, provide 
secure and assured message communications across the Internet Domain.
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Functional isolation is a system security technique that groups applications and computer 
systems with similar functionality and security threats profiles into a dedicated security 
enclave. It allows the application of tailored security profiles to counter known threats and 
limit the possible impact of unknown threats.

Logical segmentation supervises resource availability for applications. Logical segmentation 
creates security communities across system components without regard to their physical 
location. It creates a flexible, layered security approach based on applications, application 
groups, IP addresses and geographic regions and allows the creation and application of 
tailored security profiles to isolated Web service modules and computer systems.

Logical segmentation has several key benefits, principal among them the ability to pinpoint 
and prevent attacks at a very fine level. It provides a robust method to prevent "pivot" 
attacks, where one compromised service is exploited to attack others.

The Key Bridge solution enforces a positive security model. Our solution has tremendous 
flexibility in this respect. It accommodates data security at the physical and logical 
networking layers, in between security enclaves, and the application components of system 
applications.
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The Key Bridge channel list query responder is a modular Web services engine that accepts 
channel list inquiries via the Internet. Incoming requests are first examined for type and 
content verification to prevent unauthorized access or security breach. 

The Key Bridge Equipment Authorization Service (ñEASò) is employed to verify the inquiring 
deviceôs credentials and the inquiring message and verification results are immediately 
logged. If the EAS response is negative the device is considered ñNot Certifiedò. A channel 
list message is constructed with the relevant error conditions and returned to the client. The 
transaction is then closed. When the EAS response is positive the device is considered 
ñCertifiedò. A set of protection algorithms are executed to study the inquiring deviceôs 
information and determine channel availability at the deviceôs location.

Channel list queries and system responses are permanently recorded in a query and message 
log, respectively, to allow for detailed information reporting, troubleshooting and quality 
assurance. Finally, message content is encrypted and the message cryptographically signed 
according to Database policy and the deviceôs indicated capability prior to fulfilling the 
channel list inquiry.
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